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Abstract:

A medical center must conduct business with an awareness of the possibility of cybercrime attacks or the loss of computer
control because of criminal attacks on the server resulting in the compromise of patient information. Patient information can
be more valuable than a personal social security number and banking information. Third-party agencies can use patient
information to make decisions that can deny patients insurance and other treatment. A business continuity plan can be used to
provide procedures for sustaining business operations in the medical center while recovering from a considerable disruption of
the information system during a pandemic of infectious disease, a cybercrime attack, or in the case when servers break down.
Information security in the medical center is critical. The information security team is responsible for the information security
that is also related to the hospital infrastructure and the behaviors of stakeholders such as physicians, nurses, patients, etc. The
information security team tries to maintain a secure network, for example, by installing and maintaining a firewall
configuration. Strong access control is usually required, especially during a pandemic. Restricted access to cardholder data by
business need-to-know works well in most sectors. Ethics and recovery criticality are also critical to the function of the medical
center.
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Introduction

Charleston Regional Medical Center in the US practices robust cybersecurity
for 4,683 employees and all patient visits (yearly over 960,000). The key
patient population of the regional hospital includes patients from a radius of
the central to western parts of Mississippi. It also serves as the only Level
One Trauma Center in the state, accepting all kinds of patients from the state.
It is very important to develop a business continuity plan for the Medical
Center to find all kinds of disruptions or disasters, for example, information
system disruption due to attacks and the pandemic of infectious diseases such
as COVID-19. The pandemic left the Medical Center vulnerable to attacks
such as Ransomware, malware, and other schemes such as phishing attacks
(Khan et al., 2020a; Khan et al., 2020b; Naidoo, 2020). Patient information
is highly sought-after and is more valuable than a personal social security
number. The right business continuity plan and plan for cyberattacks is
essential for any hospital, but more so for the larger ones.

1.1 The General Goals and Business Objectives

The general goals and business objectives are: 1) to provide procedures for
sustaining business operations in the Medical Center while recovering from
a considerable disruption of the information system during a pandemic of
infectious disease; 2) to provide the best hospital care in the region and be
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the number one choice for hospital care by stakeholders and patients.
Charleston Regional Medical Center also wants to be able to function as a
business well by practicing solid business practices. These business practices
include collecting patient payments promptly and paying for supplies
promptly. One business objective is to remain in the black.

1.2 A Stakeholder-Focused Mission Aligning Security Functions to
Business Strategy, Goals, Mission, and Objectives

Stakeholders of the Medical Center include physicians, nurses, patients,
suppliers, administrators and staff, the information security team, other
hospitals that transfer patients in, and research facilities that cooperate with
the Medical Center in research projects. All stakeholders should collaborate
on emergency management, risk analysis, and preparedness and response.
Caregivers (physicians, nurses, etc.) in the Medical Center should be
protected by surveillance of post-travel for temperature and acute respiratory
iliness (ARI). The cybersecurity of their computer systems or tablets, their
data, or signs of patients should be protected. Patients should be checked and
treated in time; masks and vaccinations should be provided if necessary.
Understanding the outbreak and risk of infectious disease is very important
for patients. Administrators work on standardized reports and documentation
and return-to-work assessment for staff who are sick. The information
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security team provides procedures for detecting abnormal behavior of the
network or the system, mitigating and correcting cyberattacks, such as a
virus, worm, or Trojan horse; provides procedures for relocating information
systems operations to an alternate location; provides procedures and
capabilities for recovering the information system.

1.3 The Information Security Governance Structure in the Medical
Center

The information security in the Medical Center is critical. The information
security team is responsible for the information security that is also related
to the hospital infrastructure and the behaviors of stakeholders such as
physicians, nurses, patients, etc. The information security team tries to
maintain a secure network, for example, by installing and maintaining a
firewall configuration. Strong access control is usually required, especially
during a pandemic. Restricted access to cardholder data by business need-to-
know works well in most sectors of the Medical Center, but fingerprint
scanning or iris scanning works better for verification or authentication in
important sectors. Encrypted transmission of cardholder data across public
networks is needed in some critical situations. Tracking and monitoring all
access to network resources is necessary for information security (Warsinske
et al., 2019).

1.4 Requirements for Legal and Regulatory Compliance

Many compliance expectations in the Medical Center come from regulatory
expectations. But compliance expectations regarding patient medical data
and privacy are possibly related to legal expectations. Most compliance, both
legal and regulatory, descends from government agencies such as the Center
for Medicare Services (CMS), the American Hospital Association (AHA),
OSHA (Occupational Safety and Health Administration), and others. These
services combined with observing care in the Medical Center to make sure it
is exceptional and safe. They also serve to keep stakeholders satisfied that
the Medical Center maintains an accurate record of patient care, correct ICD-
10 records (Adams et al., 2023), and that the Medical Center maintains its
running in the black.

1.5 The Established Standards of Ethical Conduct

Ethical decision-making is essential to professional information security
practice in the Medical Center. Not only do nurses and physicians adhere to
a strict code of ethics, but other staff members in the Medical Center are also
held to high moral and ethical standards. Some examples of ethical standards
are when a patient is brain-dead and on life support, the nurse, management,
family, and physicians must make the most ethical decisions based on the
status of the patient. Doing so requires knowledge of the state’s legal and
ethical standards, as well as the hospitals. An ethics board meeting is
required to make the best decision for the patient based on their condition.

Ethical decision-making requires a solid understanding of the moral, legal,
and organizational expectations against which individuals apply their ethical
standards (Warsinske et al., 2019). When faced with an ethical dilemma, the
hospital must form an ethics committee to determine the right course of
action. On occasion, there must be legal counsel involved and outside
stakeholders involved. One of the most famous cases of this involved the
choice to place a feeding tube in a paralyzed patient. The ethics case went
before the Superior Court. Bouvia v. Superior Court in 1983 was an ethics
case about a woman who went before the Superior Court to win the ability
to starve herself. She suffered from Cerebral Palsy and was completely
dependent on others to live. After going before the court in 1983, she was
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allowed to make the decision not to have a feeding tube and starve herself to

death. Therefore, many cases go before the ethics committee (Fisher, 1987).

American Health Information Management Association (AHIMA) is active
in advancing informatics, data analytics, and information governance for
healthcare. The Ethics Code of AHIMA addresses in detail the privacy and
security responsibilities that AHIMA’s members must address in their
professional roles. Their Code of Ethics consists of 11 principles, including
support for privacy, confidentiality, a commitment to service before self-
interest, efforts to protect health information, and ethical requirements. Like
other codes, it also seeks to advance the profession and to ensure that
practitioners represent the profession well throughout their work.

2. Business Impact Analysis

Business impact analysis (BIA) can include the following steps (Warsinske
et al., 2019; Kodaka et al., 2020): 1) identify prioritized activities (PAS); 2)
analyze and evaluate the internal and external impacts of PAs; 3) estimate
the maximum tolerable period of disruption (MTPD) and the recovery time
objective (RTO); 4) list resources needed for the selected Pas; and 5) identify
resources as internal, essential, and external.

2.1 Mission/Business Processes and Recovery Criticality

The mission of the Medical Center includes the need to be the primary choice
for patients in their region. The mission states the Medical Center strives to
be the best Level One hospital and the choice of patients in the region. The
mission also states that all the employees work hard, and all business
processes use professional manners to make the Medical Center the choice
of stakeholders.

When a disaster or pandemic like COVID-19 happens, the recovery
criticality includes communication and network, medical devices and
equipment, caregivers (e.g., physicians and nurses), etc. When there is an
information system outage or disruption in the Medical Center, Electronic
Medical Records/Electronic Health Records (EMRS/EHRS), the network
infrastructure (devices, equipment, or hardware for network, storage, and
computing, etc.) are the recovery criticality.

2.2 Resource Requirements

During a pandemic like COVID-19, staff (physicians, nurses, etc.), network
devices, vaccines, masks, gowns, testing supplies, testing equipment, and
other medical devices and equipment are basic resource requirements. For
the information system in the Medical Center, the Internet (connecting
outside) and the Intranet (only for staff inside the Medical Center) are very
important for business operations. When the Internet does not work, Intranet
might work, and general operations might continue inside the Medical
Center. In addition, hardware for the network infrastructure, software
supporting various applications (e.g., software for medical image processing,
software for Al-based data analytics), and medical data files like ICD-10 are
also resource requirements.

2.3 Recovery Priorities for System Resources

An example of Business Impact Analysis (BIA) is shown in Table 1. It lists
anomaly events, their impacts, Recovery Time Objective (RTO), and
recovery priorities (Warsinske et al., 2019; Swanson et al., 2010). In the
table, staff abusing patient data is one kind of violation of the Health
Insurance Portability and Accountability Act (HIPPA).
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Events Impacts RTO Recovery
Priorities
Sever off-line Network stops working 12 hours 1
Network intrusion Regaining network access 12 hours 2
Ransomware of patient data The Medical Center must pay to get | 24 hours 3
control of patient data
Staff abusing patient data HIPPA violation 8 hours 4

Table 1. Business Impact Analysis for the Information System in the Medical Center

3. Annotated Network Diagram

Network components in the information system of the Medical Center
mainly include the infrastructure layer, the control layer, and the application
layer. Two types of interfaces are used to communicate between the layers:
one is for the communication between applications and controllers; the other
is for the direct communication between the controllers and the data route
network elements in the infrastructure layer. Figure 1 shows the network
components in the Medical Center. The infrastructure layer consists of
physical hardware, and it may include network devices, servers, storage
devices, computing hardware, Internet of Things (1oT), Internet of Medical
Things (IoMT), and other items such as barcoding scanners, fingerprint
scanners, radio frequency identification (RFID) scanners, etc. loMT can
include medical devices, nurses’ stations, medical security systems, etc.
(Arista, 2021). The infrastructure layer is mainly responsible for handling
data traffic (data capture or collection, transfer, drop, etc.).

The control layer monitors, controls, and manages the hardware in the
infrastructure layer. It integrates infrastructure service identification and
reporting, software-defined network (SDN) controllers, network, etc. The
application layer provides various applications and services via application
programming interfaces (APIs). The applications can be access controls, e-
health, telehealth, patient monitoring, Al-driven applications (such as

situational awareness analysis, threat detection & response), Big data
analytics, intrusion/attack detection, etc. Situational awareness deals with
profiling, tracking, and finding medical devices and personnel in the Medical
Center.

Digital health applications that are based on artificial intelligence (Al) and
machine learning (ML) play an important role in the Medical Center. The
applications cover telemedicine (remote consults, care management &
coordination), health information (digitalized records, diagnostics,
dashboards), predictive analytics, decision-making-based AI/ML, etc.
Cybersecurity and privacy are major obstacles to digital health applications,
continue to erode patient trust and reinforce health systems’ reluctance to
share data (Abernethy et al., 2022).

Ensuring robust cybersecurity in the Medical Center is critical, and the
application layer maintains solid functions in cybersecurity and provides
various services in time. Specifically, gathering huge amounts of data into a
secure platform (Mastaneh & Mouseli, 2020) is performed, and Big data
analytics can be implemented; threat detection is performed all the time to
detect intrusions and attacks in the information system; mutual
authentication is employed to prevent impersonation attacks on certain
devices (Tan et al., 2020); training programs and materials such as linking
attacks, spoofing attacks, Denial of Service (DoS), Distributed DoS (DDoS)
(Zhang & Wu, 2020) are available for employees in the Medical Center.

Application Layer Applications (Big data analytics,
intrusion/attack detection, etc.)
API | APT | API l
Control Layer Controllers
Control Data Plane Interface
Infrastructure Laver | Network, Storage, Computing, etc.

Figure 1. Network Components in the Medical Center

4. Conclusion

Having a business continuity plan is essential to a thriving business in this
era of comprehensive information security. A strong risk assessment plan is
important to a comprehensive business impact analysis. Recovery priorities
include network priorities and cybersecurity priorities such as protection
from cyberattacks and internal attacks. Infrastructure for medical care can
include networks, storage, data, computers, barcoding, facial recognition,
etc. Protecting and maintaining ethics and a strong control layer such as
information security professionals and healthcare staff. Training of
healthcare staff should include training about cybersecurity issues.
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Ethics and a strong moral, legal, and regulatory framework are crucial to a
healthcare facility as most healthcare facilities face significant ethical, legal,
and regulatory issues at some time throughout the lifetime of the facility.
Significant legal and ethical issues have been always identified throughout
the courts and the need to form an ethics committee may be necessary at
some point, especially for a larger healthcare facility. Ensuring a robust
cybersecurity program is essential to a strong healthcare facility.
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